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hello
We built 2 Steps because we
knew there was an easier way to
automate how customers interact
with applications and the value
this brings. From the start we
imagined a solution that required
no coding to set up, that had
the ability to automate any type
of platform and was elegantly
simple to use.
The following eBook does not
present a deep dive into 2 Steps. It
is an introduction to what we call
Experience Automation and why it is
critical to today’s customer experience
focussed enterprise, and what an
organisation should consider when
building an Experience Automation
strategy.
We are always ready to explain why
we are so excited about 2 Steps, why
we chose to build the platform on
Splunk, and how 2 Steps is designed to
positively disrupt the user experience
marketplace. In fact, we think our
solution is so much of a game-changer
it will become the go-to Experience
Automation platform.
Simon Trilsbach
Managing Director
2 Steps
Find out more about how Experience
Automation can boost your
organisation’s performance and
customer experience
at www.2steps.io
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introduction
In today’s rapidly evolving IT environment,
speed and performance matter more than
ever as employees and clients expect richer,
smoother and more accessible experiences.
At the same time, IT complexity is growing
exponentially with the wider adoption of cloud and
container architectures to deliver what your users
expect, where they expect it.
Knitting together disparate components including
servers, applications, and networks controlled
by your organisation (which may not be internally
hosted at all these days) alongside external services
like maps, payment gateways, and third-party/social
sign-in can be complicated.
Failing to do so means failing to meet user
expectations, which can be critical to organisational
success.
Experience Automation wraps an assurance
layer around your platforms to ensure optimal
performance from the customer point of view.
Experience Automation, coupled with artificial
intelligence and predictive analytics, ensures that
your users always get the experience that they
have come to expect from today’s digital services,
regardless of access platform. This is essential to
ensure customer retention; research by Amazon
demonstrated that each additional 100 milliseconds
of website latency reduced sales by 1% .
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the real cost of
IT incidents
Whether your company is just beginning its digital
transformation or you’re in the middle of your company’s
digital changeover, chances are that an audit of your
IT incident logs would reveal over 1,000 incidents per
month (the average is around 1,200 per month).
Though many of these incidents are relatively minor, 70% of
organisations say that their reputation has been damaged by a
previous critical IT incident. With the demands of today’s user
base, the potential risks attached to critical incidents are only set
to grow along with rapid growth in the amount of data that needs
to be monitored.
Recent research shows that the total mean cost of a critical IT
incident is $141,628 USD, with $105,302 USD being just the cost
to the business itself rather than increased costs to IT specifically
(Tarzey, November 2017). The mean cost to business of a critical
incident ranges from $51,039 for smaller businesses through to
$139,192 for larger ones.
For any size player, this is far more than just small change, so
taking steps to mitigate the effects of a serious problem are
essential. Beyond the immediate financial loss, 60% of customers
said that they would be less loyal to a brand if they experienced
poor application and website performance . Clearly this also has
huge potential to affect your bottom line.
The financial impact was highest upon those organisations with
the slowest mean time to resolution (MTTR). It doesn’t matter
what size your company is, speed is key when it comes to detecting
and acting on IT incidents.
Research has shown that incidents that impact user experience
cause the most concern for IT management teams ; due to the
direct impact to customers these are the incidents with the
greatest impact to both the bottom line and the reputation of the
firm.
Modern enterprise IT is dependent on infrastructure abstractions
such as virtualization, containerization and the cloud; whilst these
are force multipliers for the IT department, the impact of any
error or outage is subject to the same multiplier effect. The recent
outages from Microsoft and Amazon Cloud that knocked out many
businesses and their ‘internal’ cloud hosted services provide a
stark reminder of just how big the impacts can be.
Best practice and due diligence demand a method that directly
simulates the actions and journeys of end users throughout the
day and alerts IT teams to any issues as soon as they occur. This
makes sure that from a user perspective everything is always
running smoothly.
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the customer experience
conundrum
Current solutions that attempt to address user experience
issues use agents and script injection to complete their
tasks, a method that leads to a higher installation
and management cost when compared to agentless
automation. If you choose an agent-based solution as your
primary approach, it doesn’t matter which type you choose
– you’ll need specialised expertise to set up and operate
the system and this will directly impact the agility of your
digital platform.
Setting up automation can be time consuming, especially with agentbased approaches. Costs can be especially high if an organisation
wants to experiment, automate multiple applications, or run tests
for a small amount of time. Hiring specialist staff on an ongoing or
contract basis can be expensive, as can the added responsibility for
maintaining these systems.
If the solution is based entirely on real user interactions, you are
only alerted when a problem has already arisen and impacted a real
customer. Often this is after failing to detect tell-tale changes that
could have alerted IT staff to an impending problem before it impacts
on actual users. Once users have noticed something is wrong, it’s
also too late to prevent reputation damage. With today’s high user
expectations, even minor issues can lead to customers voting with
their feet, and issues that are bad enough to make users call the
helpdesk are by definition well on the way to becoming one of those
harmful and expensive critical issues.
The most popular framework, Selenium, is limited in scope. It was
designed to work with simple web applications, primarily through
Chrome, and only clumsily supports other platforms if at all. Java
remains the dominant platform for critical enterprise software (Cloud
Foundry, 2018). Additionally most enterprises will have Windows,
Internet Explorer and Mainframe applications. Unfortunately
Selenium will struggle to automate any kind of workflow within
these environments.
Beyond this, Selenium does not accurately model how human
beings use applications; because it inspects the low-level code
implementing the web page rather than the actual form of the page
as seen on screen, it will not detect such critical problems as a button
being invisible! Most organisations want to be able to automate
the latest mobile devices and often have legacy applications on
Windows. An agentless approach to automation provides platform
flexibility and agility.
How user experience issues are presented is also important. With
many solutions, the resulting data is presented as a series of graphs,
making interpretation and root cause analysis difficult even for
specialist staff. It’s easy to spot overall trends like this, but IT team
members asked to investigate a particular issue can struggle to
pinpoint it, leading to increased resolution times.
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automating 2FA
applications
Two-factor/multi-factor authentication
(2FA/MFA) is increasingly a part of the
login process for both web-based and
mobile applications, making the use
of an Experience Automation system
that can cope with this essential. By
using more than one method to ensure
a user’s identity, many types of security
breaches can be prevented.
2FA makes it harder for hackers
to get into an account, by adding
a second log in layer, sometimes
making use of an authenticated
smart device or a security fob.
Several social login providers
offer 2FA solutions, including
Microsoft and Google, and if you
use a third-party login provider,
they may also offer 2FA. The
upshot of this is that if you offer
social login your user experience
can still include 2FA, even if you
don’t directly offer it to
your users.
Whether your login process
already offers 2FA support (via
social login or directly), or you’re
still considering it, you need to
be able to simulate the entire
user journey. With a number
of different 2FA methods,
and multiple social and direct
providers that offer users a
slightly different login process,
this can be difficult, but
not impossible.
Using an Experience Automation
capability that can integrate
with 2FA enable applications is
the only way to make sure you’ll
be able to effectively automate
platforms and services in today’s
ever-changing IT landscape.
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experience automation
Whether you’re looking to introduce more automation into
your DevOps cycle or you’ve decided you need to protect
your platform by testing application breaking points,
agentless experience automation can be a massive boon
to your organisation.

Impossible only means you haven’t found the
solution yet
As previously discussed, using scripts or agents can be
problematic, where leveraging an agentless approach
to automation can deliver versatility across multiple
unique channels. Sure, some tools can handle Chrome.
That’s great! But what about Internet Explorer, Windows,
iOS/Android etc. We know that the current DevOps
environment of application building requires fluidity in
channel approaches. Some applications need to run on
Chrome while others need to run on Internet Explorer.
The software development lifecycle (SDLC) is faster and
more collaborative than ever, and an agentless solution
can complement that lifecycle with automated testing
benefits baked in.
This means that you can plug an agentless solution
into multiple platform environments, rapidly with no
development skills required.

Graphs, Charts & Videotape
Here’s a question. Have you tried explaining a platform
issue to people outside of development, operations, or
security? You’re going to hear “In English please”. How do
you solve that? What if all of your platform issues were in
video form? If they were, you could show instead of tell.
This can also be helpful for development teams as well.
Did the application fail at log-in? You’ll know to check
the authentication server. Does the video show that the
application failed when the automation was using the
shopping cart? You can check your payment gateways.

It’s automation, not automagic
Setting up test cases should be a fast and simple process
that anyone in the team can implement. Imagine if you
could simply use your application like your customer
would and the automation was built in the background.
Entire user journeys could be created and deployed in
minutes.
You could also add useful checkpoints in the test script to
separately analyse different stages such as logging in and
running a report.
Maybe that is automagic?
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what does an experience
automation strategy
look like?
Creating a successful Experience Automation
strategy takes a little bit of thought and
preparation, but the payoff can be huge. To
create your strategy, you need to:
01 - establish your goals
How simple or complex does your strategy need to
be, and what do you hope to get from it? There’s a
trade-off between detail and frequency, and you’ll
need to consider what mix is right for each of your
applications, based on criticality and budget.

02 - classify your systems
How important are each of your systems? How and
why could changes to these systems affect
end users?

03 - Identify common and business
critical tasks
Since Experience Automation is task based, these
are the actions that will need to be simulated to
create a valid and effective strategy.

04 - Identify relevant scenarios and
user journeys
Based on your task identification data, work out
the precise actions that real users take in various
scenarios. Don’t miss out less common user
journeys that still take place on a regular basis like
password recovery – anywhere that a user interacts
has the potential to cause friction and annoyance
when it behaves sub-optimally. Less common tasks
can always be run less frequently.

05 - Work out what needs to be automated
Within each application, work out the actions
a user would complete to achieve each
task, including page transitions,
interactions, and searches. Different
stakeholders in your organisation
will be interested in different metrics,
so you’ll need to work with each
team that could benefit from
Experience Automation to find out
what they need.
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06 - Where possible build your
Experience Automation in from the
start of each new project
Throughout the development and
deployment cycle, Experience Automation
can help you understand issues before
they occur. Developing your Experience
Automation strategy alongside a new
application can also show you where to
concentrate your automation efforts
post-deployment.

07 - Identify owners and
assign responsibility
Who are the stakeholders responsible
for customer experience and product
performance? Ensure everyone in the team
has on-demand visibility of
platform experience.

08 - Document carefully and
strategically
Create documentation that works effectively
cross multiple teams from a range of
disciplines. Use terms that are easily
understood by managers, marketing teams,
and other business stakeholders – not just
IT specialists.

09 - Pick the right metrics
Every organisation is different, with different
applications, teams and users. Application
structure will have a bearing on which
metrics are relevant, but so will how your real
users traverse the application. You’ll also
need to consider which teams within your
organisation need what data.
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summary
In today’s digital world, it’s
essential to have an Experience
Automation strategy in place
that can protect your users’
experience, even as you make
changes to your services or
their underlying infrastructure
in the course of your digital
transformation. Experience
Automation provides you with
a way to do this, and taking
an agentless approach to
automation enables you to
work with a wider range of
applications and services.
By choosing 2 Steps, you will receive
unprecedented flexibility due to its
ability to work across any platform.
A system that doesn’t affect your
underlying IT infrastructure at a time
when many organisations are making
big changes as they traverse their
digital journey. The ability to view
video-replay on-demand of any of
the automated user journeys that
have been created and new found
confidence that you can get ahead of
problems before they impact
your customers.

www.2steps.io
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2 Steps - experience
automation
Automated customer journeys, across any platform, in minutes
rapid automation
Deploy quickly with no coding required.
Simply point, click and run.

video replays of performance issues
Communicate easily with all stakeholders
and see what users are experiencing.

any application
2 Steps gives total flexibility, working
with all mobile devices, application and
browser types.

adaptable alerting
Performance alerts & video replays sent
to your incident management platform
plus email, SMS & Slack.

flexible delivery
Configure 2 Steps to work with Splunk
on-premise or Splunk Cloud

integrated into Splunk
2 Steps data and video replays delivered
straight to your Splunk dashboards.
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